Advanced Debugging Tools on the DTA-310 

(DTA-310 software versions: 12.39) 
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1 System Diagnostics 

Go to http://{ip address } 
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2 Call Logs for Audio Quality Issues 

Click on 'System' on the left and 'Call Log' on the top bar. 
For each call, the following information is displayed: 

Date/Time: the date and time of the call in the time-zone set in 'Localization' 

I/O: inbound or outbound call 

Number: the number being called or called from 

Call-ID: an identifier used internally at Packet8 

Audio/RTP statistics: (click to bring up detailed call performance data) 
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2. 1 Audio/RTP statistics 

"Audio/RTP statistics" button brings up the following information in a separate window: 
Call Audio/RTP Statistics 

06/2611:34 



Packets received: 


273 (6528 bytes) 


Packets sent: 


275 (6600 bytes) 


Packets lost: 


4 (1.44%) 




Packets discarded: 


1 (0.36%) 




Max. audio burst loss: 


1 (packets) 




Jitter average: 


1 7 ms 




Jitter maximum: 


91 ms 




Latency minimum: 


[Unavailable] 


ms 


Latency average: 


[Unavailable] 


ms 


Latency maximum: 


[Unavailable] 


ms 


Burst density: 


255 (1 00%) 




Mean burst duration: 


150 ms 




Gap density: 


0 (0%) 




Mean gap duration: 


2450 ms 





Close 



This data may indicate a poor network connection, a need to update router software (check with the 
vendor's website for the router model), or indicate the existence of a file-sharing program taking up 
bandwidth (file-sharing programs don't have to be actively downloading to be using bandwidth). 



Version 12.39, 07/26/2004, © Copyright 2004, 8x8 Inc. 
Page 2 of 6 



2.2 Call Statistics 



Packets received 


T" »- 1 1 -CJ* 1 , • _ J FT>1 " 1 "J" 1-1 1 , , 1 1 ,1 

Total number or audio packets received. This value is directly proportional to the length 
of the call. 


Packets sent 


Total number of audio packets sent. This value is directly proportional to the length of 
the call. 


Packets lost 


Total number of inbound (receive) packets that were lost. These packets were never 
received by the DTA310, and were more than likely lost in the public internet: 

Less than 1 % is excellent. 

l%-2% is good. 

2%-5% is satisfactory. 

Greater than 5% is poor. 


Packets discarded 


Total number of inbound (receive) packets that were discarded by the DTA310 because 
they did not satisfy real-time audio play-out requirements. These packets were received 
by the DTA310, but were such that they were out of order with the general audio stream 
due to unsatisfactory network "jitter" (see description of "jitter" below): 

0%-l% is excellent. 

l%-2% is good. 

2%-5% is satisfactory. 

Greater than 5% is poor. 


Max. audio burst loss 


The maximum number of successive packets that were lost/discarded. This value is also 
directly proportional to the length of the worst case audio dropout/cutout heard. 


Jitter average 


"Jitter" refers to the standard deviation of the inter-arrival times between consecutive 
incoming audio packets. The higher this average, the poorer your ISP connection. Higher 
values mean that the connection is inconsistent at delivering audio packets at the same 
regular intervals at which they were transmitted at the other end of the call: 

0ms-5ms is excellent. 

5ms- 10ms is good. 

10ms-20ms is satisfactory. 

Higher than 20ms is poor. 


Jitter maximum 


The worst case packet inter-arrival time measured during the duration of the call. 


Latency minimum 


This value is only available for VoIP to VoIP Calls, and indicates the lowest 
instantaneous estimated one-way packet/audio latency (delay) between the caller and 

11 t 1 ! . i i. rn , , .1 i*i ..I , r * * "iii_ 

callee. The more the latency fluctuates, the higher the amount of jitter will be. 


Latency average 


This value is only available for VoIP to VoIP calls, and indicates the average estimated 
one-way packet/audio latency (delay) between the caller and callee: 

0ms-40ms is excellent 

40ms-80ms is good 

80ms- 120ms is satisfactory 

Greater than 120ms is poor. 


Latency maximum 


This value is only available for VoIP to VoIP calls, and indicates the maximum 
instantaneous estimated one-way packet/audio latency (delay) between the caller and 
callee. The more the latency fluctuates, the higher the amount of jitter will be. 


Burst density 


The density of packet loss during 'burst' periods. Higher percentages mean that when 
packets were lost in the network, they tended to be lost in 'bursts' rather than at regular 
intervals. 


Mean burst duration 


The mean length of packet loss bursts. The higher this value the longer the periods of 
dense packet loss. 


Gap density 


The density of packet loss during non-burst ('gap') periods. Higher percentages mean that 
packets tend to be lost at regular intervals, rather than in bursts of packet loss. 


Mean gap duration 


The mean length of non-burst 'gaps'. The higher this value the longer the periods of 
sporadic packet loss. 
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3 Error Logs for Connectivity Issues 

Packets DTA310 
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Click on 'System' on the left and 'Error Log' on the top bar. 

This information can indicate issues with the DTA-310 connecting to the Packet8 servers. Sometimes an 
internet service provider or a router with very aggressive firewall software will block communication 
between the DTA-310 and the Packet8 service. In some cases, it is necessary to disable SPI (stateful- 
packet-inspection) in some routers. 



Version 12.39, 07/26/2004, © Copyright 2004, 8x8 Inc. 
Page 4 of 6 



4 Network Logs for Data Capturing 



Packets DTA310 
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Click on 'System' on the left and 'Network Log' on the top bar. 



This diagnostic feature allows you to capture real networking data and send it to Packet8 technicians. 
Select the type of log (DNS, SIP, RTP, NTP) and then click 'Start Logging'. 

■ DNS data is useful for investigating general ISP/router issues when resolving network addresses of 
Packet8 services 

■ SIP networking data is useful for showing security and SIP -firewall issues 

■ RTP data is useful for investigating audio quality issues or one-way audio issues 

■ NTP data is related to clock services only, and so is usually not very relevant 



IMPORTANT: The 'Start Logging' button will become the 'Stop Logging' button once it has started. 
Remember to press the 'Stop Logging' button, reset your DTA-310 or close your web browser window 
after you are done logging, as this function will hamper the performance of the DTA-310 while it is 
running. 
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Logging will open a new window that will fill with data real-time as a call occurs. The data will look like 
the following. This data can be cut and pasted into an email and sent to a Packet8 technician for analysis: 



Sent packet of len 506 
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